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Governance Spotlight: 
Compliance Management Systems

Third party risk refers to reputational, 
regulatory and compliance risks stemming 
from outside parties – contractors, vendors, 
suppliers and service providers.

Regulators are increasingly holding 
organisations accountable for the actions of 
third parties, applying the doctrine of “wilful 
blindness” to determine if an organisation 
failed to monitor whether or not its suppliers 
were compliant.



          ommon areas of concern 
          include occupational health 
and safety and environmental 
management practices. 

Moreover, as part of a broader risk 
management program, organisations 
need to implement methods for 
verifying and monitoring various 
compliance documentation such as 
insurances to protect the organisation.

Lay out the “Big Picture View” of the Compliance 
Management System. In this step, the organisation 
must figure out how the compliance management 
system will fit into its current goals, operations 
and industry context.

First, the organisation must establish the desired 
outcomes of its compliance management system. 
This may seem rather obvious; surely the desired 
outcome of a compliance management system 
is to bring the organisation into a state of 
compliance. What is required here, however, 
is a comprehensive understanding of all of the 
factors, internal and external, that affect 
the organisation’s “compliance profile”.

The organisation should include internal 
departments as well as third party companies 
in its considerations; it should be prepared 
to ensure that suppliers and vendors are 
in compliance with all of the same relevant 
regulations that the organisation itself adheres 
to, and that regulations which are specific to 
certain departments, such as trade specific 
licencing and occupational health and safety, 
are included in the organisation’s overall aims 
for the compliance management system.

Establishment
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Understand the Issues

Define Stakeholder Requirements

01.    

02.    

All stakeholders or interested parties need to 
be considered in implementing a compliance 
management system. 
 
This includes not only lines of reporting, 
accountability and responsibility, but also, 
importantly, front line and/or support staff 
who are often the risk owners in the 
organisation and who will ultimately implement 
the compliance management controls and 
practices that the organisation puts into place. 
Indirect stakeholders, such as human resources 
staff or existing workplace safety functions, 
should also be considered. 

Defining stakeholder requirements should be 
done in a way that elicits and considers direct 
input in a collaborative context. To achieve this, 
stakeholders must be given a full explanation of 
the organisation’s requirements and intentions 
for the compliance management system, and 
system builders must take care to fully account 
for the needs and experiences of those who will 
oversee and implement it.



Program scope can only be determined after the 
organisation has reached a clear understanding 
of what they intend to accomplish with the 
compliance management system, the aspects of 
their operational context to which it applies, and 
how the system will look and operate best for all 
parties concerned.

At this point, the organisation needs to consider 
how far they wish to extend the reach of the 
program. A causal chain of responsibility can be 
drawn to many degrees of separation, but for 
the system to be practical, its boundaries must 

be clearly defined. Often there is a legislative 
context here that can help define the extent 
of the organisation’s legal obligations. In other 
cases, the organisation must make a reasonable 
and ethical decision based on what guidance is 
available. Per AS ISO 19600:2015, “The scope 
should be readily available as documented 
information,” which should include not only the 
final decision regarding the scope, but also the 
background and context of that decision.  

In the first stage of this step, the organisation 
should consider what kinds of supportive 
and complementary processes will need to 
be developed along with the compliance 
management system to ensure its integrity, 
success and sustainability. 

The system will need a line of accountability 
that extends directly to the governing body, to 
ensure that the system is backed with sufficient 
authority and resource allocation so that it 
can be effective, and take steps to protect the 
independence of the system.
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Determine Program Scope

Establish Governance Principles & Compliance Policy

03.    

04.    

The compliance policy itself should cover a number of points:

Compliance Policy Attributes

To begin with, the compliance policy should 
express a clear commitment to all relevant 
regulations and obligations. This commitment 
should be suited to the organisation’s industry 
and operations.

The policy should describe not only detailed 
objectives for the compliance management 
system, but also a process for creating and 
calibrating new objectives – this will be 
necessary for the continued maintenance and 
improvement of the program moving forward, as 
the compliance environment shifts. 

To accommodate changes in the regulatory 
context of the organisation, a continuous 
improvement framework should be put in place. 
Commonly used models include the PDCA 
model (Plan-Do-Check-Act) attributed to both 
William Deming and Walter Shewhart. These 
models suggest a cyclical, incremental process 
of implementation, evaluation and improvement 
which is crucial for the long term success of a 
compliance management system. 



Compliance Policy Content

Compliance Policy Format and Distribution

 It must describe the program scope,
as formulated in step 4.

It must describe how the compliance 
management system recognises, and 
accounts for, the external circumstances 
of the organisation, such as its size and 
industry/operations context.

It must describe how the compliance 
management system is internally integrated 
with other relevant functions and departments 
in the organisation, particularly other functions 
related to risk management, i.e., how compliance 
functions will fit into, and interact with, other 
Risk related functions in the organisation.

It must describe how the concerns and 
objectives of the compliance management 
system will be worked into the rest of the 
policies, practices and procedures of the 
organisation. What new steps will staff be 
asked to take; what new responsibilities 
will be assigned?

It must explain what mechanisms have been 
put in place to keep the “compliance function”, 
or any role, task or staff associated with 
compliance management, independent from 
the other functions of the organisation.

It must assume that unexpected compliance 
issues will arise, and must distribute 
responsibility not only for addressing and 
resolving these issues (a role specifically related 
to the compliance management function) but also 
for reporting, documenting, and elevating issues 
to the attention of the compliance management 
team or function (a role with broader applicability 
among the employees at the organisation).

It must explain how the needs of stakeholders 
(defined in step 2) will be managed and how 
concerns will be addressed if they arise; what 
process will be used to handle conflicting 
interests (e.g. between auditors, concerned with 
protecting the organisation from risk and liability, 
and front line staff concerned with generating 
revenue and operating efficiently). 

It must include a “standard of conduct and 
accountability”, ideally one which will also be 
applied to third party Businesses. (Vendors, 
suppliers, contractors etc.) The policy must 
also state what the consequences will be if the 
standard is not met/followed.
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The policy must address specific topics:

The policy is required to be created, stored 
and communicated in a way that allows the 
entire organisation and interested third 
parties to access and understand it. 
It should be regularly updated. 

The policy should be fully integrated with the 
rest of the organisation’s governing documents, 
such as its values or mission statement and 
its operating procedures; in essence, all of the 
organisation’s governing documents should 
reference (and be referenced by) the compliance 
policy where relevant.



There are two types of obligations: commitments 
and requirements. Requirements are mandated 
and enforced by local legislation and/or 
regulatory bodies, while commitments are self-
appointed or voluntary agreements or standards 
that the organisation has entered into or agreed 
to abide by. The organisation needs to take 
stock of all of the applicable laws, contracts and 
agreements, protocols, common law practices, 
rules associated with voluntary professional 
licences, memberships and standards, and 
anything else that is written down (or which 
has become accepted practice) and which the 
company has either agreed to or is compelled 
to follow. These make up the organisational 
compliance profile.

The organisation must then consider the risks 
that come with each of these commitments 
and requirements.
 
What are the direct and indirect consequences 
of non-compliance? Even compliance can come 
with risks, such as potential financial loss due 
to heightened operating costs, as well as 
operational or reputational risk if the changes 
needed for compliance are not well planned 
and executed, or not properly communicated 
to staff.

Having created a detailed “compliance profile” 
and considered all of the associated risks, the 
organisation will need to institute an ongoing 
practice of monitoring for updates that affect 
their profile, and making adjustments in the 
compliance management system accordingly. 
There are third party software platforms that 
can facilitate this process.

The organisation will also need a formal plan for 
meeting all of its obligations and addressing the 
associated risks of expected and unexpected 
outcomes.
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Development
Identify Obligations & Risks

Develop Plan to Meet Obligations & Address Risks

05.    

06.    



To be successful, a compliance management 
program should have direct oversight from the 
board of directors and clear lines of reporting 
and accountability. In a small organisation, there 
may not be entire roles dedicated full-time to 
compliance management, but the functions 
must still be assigned to specific roles, even if 
they only form part of the total workload (while 
protecting the independence of the compliance 
management system as much as possible). This 
includes the responsibility for preparing reports 
for the governing body, as well as responsibility 
for ensuring the system is implemented and 
operating properly. 

Compliance management systems can be 
perceived as non-essential, something that 
is implemented to tick a box. That is why it is 
crucial that the compliance management system 
receive full, visible support and investment 
from the highest level of management - and 
why its aims and concerns must be clearly 
communicated to every employee in the 
organisation.  The reporting and accountability 
structure should reflect the high importance 
that the organisation assigns to this program. 
Examples of this include appointing a dedicated 
officer, depending on the size of the organisation, 
and/or setting up a cross sectional working group 
or committee to which the various divisions 
or departments of the organisation contribute 
representatives from senior management to 
discuss the risks facing their function.

Board Level Responsibilities

Management Team Responsibilities

The board sets policies, oversees implementation 
of the program, and enforces compliance within 
the organisation. This level is responsible for 
monitoring and ensuring the independence of 
the entire compliance management system, as 
well as appointing an appropriate “compliance 
function”, or employee/group tasked with 
designing and overseeing the compliance 
management system. 

Having appointed this person or group, the 
board must also ensure that this function has the 
authority, data/equipment, and organisational 
support necessary for their role. The job 
descriptions of senior managers at this level 
should include and acknowledge their compliance 
function.  

Management is responsible for engaging with 
and carrying out the compliance management 
program as designed and defined by the 
compliance function and board. This means 
dedicating appropriate staff and resources, 
setting up a reporting structure, adopting the 
standards set by the compliance function for 
measuring their performance. 

In essence, this level is responsible to do 
everything in their power to carry out compliance 
roles and tasks, including setting up the 
necessary structures and frameworks for 
compliance goals within their purview.
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Establish Accountabilities & Responsibilities07.    

AS ISO 19600:2015 details the responsibilities appropriate 

to each level in the organisation, as summarised below:



This step involves conceptualising how the 
compliance management system will actually 
work. What will staff be expected to do? What 
tools, processes and training will they need? 
What kind of reporting will be required? 
How will the organisation know if the system 
is operating properly, what is being done to 
make sure that it does, and what will be done 
if it doesn’t? How will unexpected occurrences 
be handled?

The operational processes, controls and 
procedures should be documented and 
communicated to staff in a carefully 
Thought out approach that treats all staff 
as stakeholders who must understand and 

own their responsibilities. Compliance functions 
should be considered in performance evaluations 
and incentive packages.

Consideration must also be given to 
implementing the compliance management 
system with regards to third parties. In general, 
the organisation is legally responsible for dealing 
only with parties that are in compliance, whether 
two or three degrees removed from the company 
itself. This is often handled via third party 
contracts, which can include clauses mandating 
random site audits or enforcing a company 
code of conduct.

The guidelines provide an exhaustive list of 
recommended performance metrics and data 
to be tracked; this list is heavily weighted 
towards tracking instances of non-compliance 
and regulatory shortfalls.

For this step, the organisation will need to 
decide how the program will be monitored and 
evaluated, and how the reporting structure will 
work; what are the metrics of interest, what data 
will be collected; how frequently, by whom and 
following what process; who will review it and 
what will constitute a good or bad result; how 
reports will be documented and stored, and for 
how long? An internal audit program should be 
set up alongside the compliance management 
system’s own monitoring practices, to operate 
independently and validate findings.

The data collected should not only represent 
objective measures of the system’s performance 
as obtained from computer systems, inspections 

and audits, but also feedback from stakeholders 
or interested parties, including customers, 
contractors and other staff within the 
organisation.

Means of data collection should include not only 
regular data gathering, but also independent, 
randomised and/or secret audits, as well as 
collaborative inclusion of other parties 
through means such as surveys, audits, working 
groups and any commentary, feedback or 
complaints received, as well as documentation of 
unexpected or non-compliant events.  

All relevant data that could provide information 
or insight into the performance of the compliance 
management system should be included by using 
as broad a scope for this step as possible. 

To accommodate what is expected to be a large 
body of data in a variety of originating forms, 
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Implementation
Implement Compliance Management System08.    

Improvement
Evaluate Program Performance & Compliance Reporting09.    



the organisation should set up practices of data 
storage and analysis. This can be accomplished 
with in-house solutions or through third party 
services and products. Ideally, these systems 
should make it possible to filter, analyse and 
critically interpret data trends.

A formal system of reporting (both regularly 
scheduled, and for non-compliant incidents) 
should be set up, complete with timelines and 
an outline of expectations for the content to 
be included in the reports. This should tie into 
a process for keeping accurate and accessible 

records.

A management review process should be 
established, in keeping with the continuous
improvement process mentioned earlier, to 
evaluate the ongoing performance of the 
compliance management system, adjust to 
any situational changes, and oversee 
appropriate resource allocation.

There must be a timely, efficient system in place 
to immediately address any non-compliance and 
take steps to correct or mitigate it. This system 
should include failsafe measures in case one of 
the parties in the chain does not respond, and 
should have controls in place to escalate the 
matter within the ranks of the organisation.

Non-compliance incidents are an opportunity 
for learning and improvement. The organisation 
should also have a system in place for debriefing 
and running a “post-mortem” on incidents of 
non-compliance, to gather learnings for process 
improvement and prevention of similar incidents 
recurring in the future. This process should be 
well documented and involve multiple reviews at 
high levels within the organisation. 

Specific Challenges with Third Party Compliance Management

AS ISO 19600:2015 states that organisations 
need to ensure that outsourced functions are 
effectively controlled and monitored. Outsourcing 
operations does not relieve the organisation of 
legal responsibilities or compliance obligations. 
The compliance management program needs to 

extend to all third parties that the organisation 
engages such as contractors, vendors and 
suppliers. This poses its own set of specific 
challenges and risks.
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Manage Non-Compliance & Continuous Improvement10.    



How iPRO Can Help
iPRO assists organisations to achieve 
best practice in third party compliance 
management. iPRO works with clients to 
significantly reduce third party risk and 
compliance management costs across 
their organisation.
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Find out more at ipro.net.

http://ipro.net.

