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The Five Pillars  
of Effective  
Third Party Risk 
Management 
 

Risk Management is the art of keeping your 
organisation out of trouble.  A risk specialist takes 
a holistic view of the organisation, considering 
potential threats from all possible sources – not 
only factors that could affect financial 
performance, but subtler issues like human 
resources (ageing workforce, difficulty recruiting 
qualified candidates), reputation (anything from 
high profile lawsuits to ethical sourcing of raw 
materials to manufacturing conditions) and 
regulatory compliance.  
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01. Ownership  
 Ensuring there is accountability at management level and responsibility at the front line.  

 Front line staff are often the risk owners of 
the organisation, the ones making risk 
decisions every day.  They decide whether to 
extend credit to an applicant or whether to 
hire a certain contractor; they’re the ones 
verifying and updating compliance records.   
A risk management program is the strongest 
when it is engaging front line staff, teaching 
them about the significance of the decisions 
they make, and providing training, tools and 
resources to allow them to own those 
decisions. 

 
But risk is not only up to the front lines. 
Accountability has to extend all the way to the 
top of the organisation and be attached to 
specific roles and people. One person, ideally, 
should be at the top of the accountability 
chain for risk management, and that person 
should report directly to senior management 
or the board of directors. 

 
 
 
 
 
 
 
 
 

 
 
 
 

If you’ve read a news story about multinational 
companies being held accountable for the working 
conditions in overseas garment factories, or for a 
security flaw in an app, you’ve heard about third 
party risk management or, more accurately, a lack of 
it.  Third party risk management considers the risk 
posed by businesses operating at arm’s reach from 
your organisation; vendors, suppliers, service 
providers, and contractors.  

 In many countries, new legislation holds 
organisations accountable for the actions of the 
third parties they do business with, heightening the 
need for a system to manage these important 
relationships.   
Risk management draws experts from a wide variety 
of backgrounds, from software engineering to 
accounting, insurance, and law.  But any successful 
risk management program boils down to 5 main 
concepts. 
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02. Standards   
 Establishment of standards that must be met by third parties to ensure they are 

compliant and meet organisational expectations. 
 It never hurts to ask, and when it comes to 

the third party businesses that you’re 
involved with, it might hurt not to. 
Organisations can be held liable for not 
enforcing or monitoring the compliance of 
third parties, so it’s wise to design working 
relationships that have these conditions 
baked into the contract. 

 
Essentially, in third party contracts, there 
should be, for example, clauses protecting 
your organisation’s right to conduct audits 
and/or defining a code of conduct (regarding 
ethical business practices, insurance 
requirements, workplace safety regulations, 
etc.) for third parties to adhere to. 

03. Technology   
 To ensure the performance and efficiency of the compliance management program. 

 A modern compliance management system 
cannot live in a spreadsheet, much less in a 
filing cabinet. To prove compliance, 
organisations need records and data from 
across the organisation to be documented, 
stored, verified and constantly updated.  The 
task is simply too big for any manual system. 

 
Technology can help with automated forms 
and processes, data analytics tied into 
standardised benchmarking, and a centralised 
system for reporting issues and handling 
investigations, just to start. Organisations can 
build in-house software solutions or contract 
with a specialist service provider 

04. Reporting    
 That identifies risks and the performance of third party suppliers, vendors and 

contractors against the standards set by the organisation. 
 Reporting comprises everything from a 

hotline for reporting compliance issues to 
formal board reports comparing risk 
performance against standardised metrics.  
Reporting is crucial for risk management 
systems, which revolves around 
documentation. 

 
For third party reporting specifically, senior 
management needs to be apprised of the 
latest audits and inspections, informed of any 
issues, and kept in the loop on the resolution 
process. 
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05. Governance     
 Oversight of the program by the board of directors to ensure its effectiveness and to 

promote a positive risk culture “from the top”. 
 Whoever oversees risk management needs a 

direct line to the top tier of the organisation, 
ideally in the form of a designated executive 
or board member. This is so important that it 
has become a requirement in international 
risk management standards. 

 
This accountability accomplishes two things: It 
keeps the high level risk management 
program visible, with access to resources and 
decision makers; and it helps communicate 
the importance of the risk management 
system to front line staff, whose support and 
engagement is crucial for the success of the 
program. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

    

 
How iPRO Can Help 
iPRO assists organisations to achieve best practice in third party compliance management.  iPRO works with 
clients to significantly reduce third party risk and compliance management costs across their organisation. 

 
Find out more at ipro.net  
 

 


	The Five Pillars of Effective Third Party Risk Management
	Risk Management is the art of keeping your organisation out of trouble.  A risk specialist takes a holistic view of the organisation, considering potential threats from all possible sources – not only factors that could affect financial performance, but subtler issues like human resources (ageing workforce, difficulty recruiting qualified candidates), reputation (anything from high profile lawsuits to ethical sourcing of raw materials to manufacturing conditions) and regulatory compliance. 

